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There is no federal law requiring real 
estate businesses to implement 
information security programs. That 
has led to real estate businesses 
having vulnerable systems
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THE DAYS OF 
HACKERS TARGETING ONLY 
RETAILERS ARE LONG GONE.

According to a recent report 
prepared by KPMG, 50 percent 
of surveyed businesses in the 
real estate industry believed 
that they were not adequately 
prepared to prevent or mitigate 
a cyber attack.
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Business Email 
Compromise
A business email compromise (BEC) 
is an attack that deceptively 
convinces businesses to wire funds 
to criminal back accounts by 
pretending to be business 
counterparties, such as vendors or 
real estate sellers.

§ Often, the criminals will send an email from a 
spoofed account that appears to be from 
someone within the business, such as the CEO 
or a trusted party, like an attorney or escrow 
agent. The FBI has concluded there have been 
over $3 billion of losses attributable to BEC.

§ Emails that may appear to be from an escrow 
agent or a contractor that just completed 
construction work could actually be criminals 
trying to trick a real estate business into 
sending a wire to the wrong account.

§ Ubiquiti disclosed $46.7 million of fraudulent 
wire transfers made based on a BEC scam.
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Ransomware
(operational 
systems)

Ransomware, malware that encrypts 
data on computers and makes the data 
unavailable until a ransom is paid, has 
become an immensely profitable 
method for hackers to attack 
businesses. 

§ It has been impossible to miss the threat of 
ransomware in 2018, with the global attacks of 
the WannaCry and Petya ransomware. 

§ Like most businesses, real estate businesses 
rely on electronic information and systems to 
run day-to-day operations. An employee 
clicking on one malicious email can lock up the 
information for the entire company.
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Ransomware
(physical systems)
Ransomware can target physical devices that are internet-enabled, not 
just personal computers and servers. 

§ Ransomware can target physical devices 
that are internet-enabled, not just 
personal computers and servers. 

§ A luxury Austrian hotel was the victim 
of a ransomware attack, locking out the 
hotel guests because the infection 
affected the electronic locks on the 
doors. 

§ The number of devices that are 
internet-enabled is increasing with the 
popularity of the Internet-of-Things.  
(IOT)

§ But the convenience of thermostats, 
door locks and lighting connected to 
the internet comes with an increased 
risk that hackers can take control of 
those systems or make the systems 
unworkable. 5
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§ Banking Trojans are used by 
criminals to capture a victim’s 
banking credentials to wipe the 
bank account clean. 

§ Other types of malware can be 
used to steal personally 
identifiable information, like 
employee or tenant sensitive 
data that can be used for 
identity theft purposes.

§ Real estate targets with 
employee data, tenant data and 
significant holdings in bank 
accounts remain potential 
targets for these attacks.

OTHER MALWARE

Ransomware may get most of the headlines today, but there are 
still significant risks of being infected by other types of malware by 
hackers targeting banking credentials or personally identifiable 
information. 
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§ A criminal does not need to hack a 
business to get that business’s 
sensitive data these days: it can 
target trusted vendors like cloud 
providers that store other parties’ 
sensitive information

§ Even though it may seem that by 
using a cloud provider, a business 
is outsourcing the risk, if a cloud 
provider gets hacked, the real 
estate business many be stuck 
holding most of the liability. 

§ Provisions in cloud computing 
agreements often provide 
minimal protection to 
customers in the event of a 
cyber attack, so customers are 
often left to eat most of the 
liability.

CLOUD COMPUTING

Real estate businesses are following the trend of increasingly relying on cloud 
computing applications, but those vendors that store information also represent 
a cybersecurity vulnerability. 



Various types of property 
management software are 
becoming more integrated 
with cloud technology and 
other types connected 
platforms and many building 
owners might not be aware of 
the vulnerabilities created as a 
result of implementing new 
technologies.

In a property, the 
interconnectedness of connected 
devices, HVAC systems and other 
industrial control systems, and 
open Wi-Fi networks increase 
data vulnerability and potential 
likelihood of attack. Intelligent 
buildings tend to be interlinked 
with tenant systems, creating 
exposures to tenants whereby 
their systems and data can be 
accessed through the CRE owners’ 
IT systems.

This interconnectedness isn’t 
always fully appreciated by the 
owner, property manager and 
tenant and potential legal liability 
can often be unknowingly shared 
among those
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DATA 
BREACH
The Target Corporation’s 
data breach in November 
2013, happened because 
the hackers were able to 
find a route through the 
company’s HVAC 
contractor’s systems to 
steal payment card records 
and other personal 
information of nearly 110 
million customers.
Along with 

reputation damage, the 
company reported a gross 
financial loss of $252 
million by the end of 4Q14.
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Implementing safeguards to reduce 
cyber risk
• Develop a wire policy—One of the easiest and most effective ways to substantially reduce the risk of 

becoming the victim of a BEC scam is to implement a policy of never sending a wire based solely on an 
email. There should always be a way to verify the accuracy of the information in an email, such as talking 
to the individual who sent the email in person or by calling the person at a known phone number. 
Someone should never verify the wire instructions by replying to the email or calling a phone number 
from an email in question. This process is known as two-factor authentication. By taking the additional 
steps of verifying the wire instructions provided, there is a much lower chance that a wire intended to go 
to an escrow agent in California will land in a criminal’s and bank account in China.

• Training—Most hackers continue to rely on phishing, using deceptive emails to induce people to click on 
links or open attachments that load malware on the computer, to execute their attacks. Training can be 
an effective tool for lowering the risk of becoming the victim of an attack. When organizations train their 
employees, they become less susceptible to becoming a victim of hacking or ransomware. Since 
individuals within a business are often one of the biggest vulnerabilities for a business, a culture of 
awareness of cybersecurity issues with employees can be a powerful tool to avoid becoming a victim.

• Negotiating information security provisions with counterparties to real estate agreements—Sometimes
emails that include new wire instructions from criminals are from valid email addresses, not spoofed 
email addresses. That is because a hacker compromised the email account of a party and is sending other 
businesses emails from legitimate email accounts. This can lead to someone sending a wire tranfer to a 
criminal bank account based upon wire instructions from a valid (albeit hacked) email address. This 
scenario can lead to disputes about who is responsible for the lost funds: the company with the hacked 
email or the company that wired funds to the wrong account. To protect a company that will be wiring 
funds, it is prudent to have in contracts with counterparties provisions requiring the counterparties to 
maintain reasonable security controls. That way, if the counterparty is ever hacked, there is a potential 
cause of action under breach of contract for any damages arising from that hack, which could encompass 
sending funds to the wrong account based on instructions from a hacker-controlled email account of the 
counterparty.
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Implementing safeguards to reduce 
cyber risk

• Backing up systems—The threat of ransomware is most significant for impacted 
businesses without adequate backups. Without adequate backups, an organization may 
become more tempted to pay a ransom because the data is substantially more valuable. 
Having backups of data and the ability to quickly restore the data makes it easier to 
ignore the ransom threats and to respond following an attack.

• Negotiate cloud computing agreements—Since cloud providers can store sensitive 
information about real estate projects and employees, businesses should attempt to 
negotiate additional protections that are often not included in standard terms and 
conditions. By focusing on adding information security standards and notification 
requirements in the event of a data breach affecting the cloud provider, as well as 
additional indemnification for such events and limits of liability that provide meaningful 
remedies in the event of an attack, a business can obtain better protection in the event a 
cloud provider is hacked.

• Cyberliability insurance—There is no such thing as perfect security, so cyberliability
insurance can be an important way to mitigate risk. There is a wide disparity of what is 
covered by any cyberliability insurance policy, so it is important to ensure that a policy 
covers risks like BEC scams, ransomware threats (and payment of ransoms) and, 
potentially, even business interruption.
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A 5 POINT PLAN FOR LAYING THE 
GROUNDWORK OF A CYPERSECURITY 
STARTEGY:
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1. Inventory all systems in your environment to understand 
what data you possess, the type of data it is and where it’s 
stored. (Note that he used the following examples as types 
of data: PII, PCI, PHI. And that’s why you need an expert);

2. Assess systems externally and internally; verify proper 
security controls vs. a cybersecurity framework (or relevant 
compliance doctrine);

3. Address gaps through policies, procedures, processes, 
people and layered security controls;

4. Monitor the situation continuously and respond to 
incidents in real time to contain threats; and

5. Empower employees to be the first and last lines of defense.
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